2024-04-29 FaradAl 3.1 Ethical
Questionnaire/Signed Declaration - RTU

Objective: Riga Technical University (RTU)’'s proposal to incorporate a new internal
dataset comprising aerial drone video footage of military vehicles from the conflict in
Ukraine in support of FaRADAI research activities

Preliminary discussions between CERTH, Riga Technical University (RTU), C&V Consulting
highlighted the necessity of assessing its feasibility within the project's ethical and legal
framework, and it was agreed to initiate the following questionnaire to answer the main
concerns in this regard.

Recognising the potential value of this dataset for training purposes in WP6 and beyond and
seeking confirmation regarding its ethical and legal permissibility within the project, the main
concerns for C&V Consulting encompass a multifaceted array of ethical and legal
considerations crucial to the integrity and compliance of the project.

Foremost among these concerns is data protection legal compliance, ensuring that the
collection, processing, and sharing of data adhere to the stringent standards and provisions
set forth by the European Union in the EU Charter of Fundamental Rights and the Treaty on
the Functioning of the European Union (Articles 8, 9, 89), and the EU’'s 2016 General Data
Protection Regulation (Articles 4, 5, 7, 22, 32, 35).

In addition, C&V Consulting places particular emphasis on assessing the reliability of all
data, in order to avoid damaging consequences in terms of compliance with ethical rules in
the event of operational use of unreliable data.

Purpose and scope of the questionnaire
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Data collection




Describe the data collection methodology in detail

Who is in charge of the processed data and who decides how these data will be used?
Who determines the purposes and the means of the processing operation(s)? Please
indicate full contact details

Identify in detail the types of data that will be collected, ~ emphasising the relevance
and legitimacy of each category to the activity.  Identify the volume of data that will be
gathered, emphasizing the exact  volume of data needed in order to achieve the
purpose of this activity (data minimisation).
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Can you achieve the same purpose without processing, by processing less data or by
processing in another more obvious or less intrusive way?
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5 Does this action involve handling personal data on a significant
scale?

systematically monitoring a publicly accessible area on a large

No. this action does not involve handling personal data on a significant scale, or
systematically monitoring a publicly accessible area on a large scale. The data collected
will consist of aerial drone video footage of military vehicles from the conflict in Ukraine

The data will not intentionally contain any personal data

Do sensitive data processing techniques apply to the project? (e.g. covert
observation, surveillance, tracking or deception of individuals, ~ camera systems to
monitor behaviour or record sensitive information, data  mining including data
collected from social media networks, behavioural  profiling of individuals and groups,
analyse personal data...)

use of artificial intelligence to




Which communication channels will be used to collect data?

Some channels may be encrypted (e.g. Telegram groups), but are you going to
access to them? How will it be accessed? Are you going to use the ~ Telegram API?
How will user privacy be guaranteed?
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If applicable, explain the verification protocols that will be put  in place to guarantee
access control, authenticity and traceability of all ~ data collected.

Do you envisage any mitigation measures to ensure that videos do not identify
prisoners of war in accordance with the Law of Armed Conflict  and International
Humanitarian Law? (e.g. Article 13 Geneva Convention 11, 1949; Article 75 Additional
Protocol, 1977)




Will measures be taken to detect and either exclude videos that identify human
beings or minimise the risk of facial recognition (e.g.,  anonymisation,
pseudonymisation, data minimisation)? If yes, which? How do  they work?

How reliable are these techniques?
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Willthe  teams involved in validating the data be specifically trained to detect faked
videos?

If applicable, how will the data subjects be informed about the processing and how can
they exercise their rights as those envisioned in GDRP?

Data storage and distribution

What security, technical and organisational measures do you
ensure data security and integrity?

implement in order to




On which platform will the data be stored? For how long?

What protocols will be put in place to guarantee the proper  protection of the data
stored on the platform?

Will the data and/or the devices on which they are stored be  encrypted/anonymised?
How?

Describe the type of audience to which the data will be made  accessible once it has
been collected.

Will access rights be managed? If so, do you consider appointinga  manager?




What  precautions will be taken by RTU in the event of the rest of the relevant partners
downloading data?
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Have you adopted or will you adopt procedures for dealing with data breaches and

notification of breaches to the national supervisory authority or to the affected
individuals, if applicable?
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The undersigned organization, Riga Technical University (RTU), through the signature of its
authorized representative below, solemnly declares the veracity of all responses provided herein
and the commitment to all applicable national and European legislations.

For RTU,

Signature:
Date: 2 2.05. 204

Place: fiaa
Name: EVA Lhs (JETAVS
Title:

Dr
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